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Disclaimer 
 
This report is intended solely for the information of the Office of the Australian Information 
Commissioner. Neither Keypoint Law nor Experian Australia Credit Services Pty Ltd accept any 
responsibility to any other person to whom this report may be shown or into whose hands it may 
come. 
 
The facts asserted in this report and on which we base our findings are derived wholly from the 
documents identified in Attachment 1 and the responses provided in interviews and meetings with 
the persons identified in Attachment 2. 
 
This report concerns compliance only with Part IIIA of the Privacy Act 1988 and the Privacy 
(Credit Reporting) Code 2014. We have not examined and offer no opinion about any other 
obligations under the Privacy Act that may or may not be applicable to Experian Australia Credit 
Services Pty Ltd. 
 
Terms used in this report that are defined in the Glossary have the meaning given in the Glossary. 
 
This report is dated as at 16 June 2017. 
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Glossary 
 
Term Definition 
Bureau Member A client of Experian who supplies credit information to 

Experian or to whom Experian discloses credit reporting 
information (or both). 

Client Bureau Member  A Bureau Member to whom Experian discloses credit 
reporting information. 

CR Code The Privacy (Credit Reporting) Code 2014, as in force at 
the date of this report. 

Credit reporting policy or 
CRP 

The document described as the Experian Australia Credit 
Services Privacy Policy, prepared pursuant to section 20B 
of the Privacy Act and published on Experian’s website, as 
set out in Attachment 3. 

Data Supplier Bureau 
Member 

A Bureau Member who supplies credit information to 
Experian. 

Data Management Policy  The policy described as such by Experian, which governs 
data handling and access to systems as at the date of this 
report. 

Date of this report 16 June 2017. 

Experian Experian Australia Credit Services Pty Ltd (ACN 150 305 
838) 

Live credit bureau 
environment 

The NextGen information system in which credit reporting 
information about individuals is kept for the purpose of 
disclosure to Client Bureau Members. 

Part IIIA obligations See section 2.2 of the Executive Summary of this report. 

Permitted CRB disclosure As defined in section 20F of the Privacy Act. 
Privacy Act The Privacy Act 1988 (Cth), as in force at the date of this 

report. 
Privacy Regulation The Privacy Regulation 2013 (Cth), as in force at the date 

of this report. 

Report This “Experian Australia Credit Services Pty Ltd Report 
detailing the findings of a review conducted pursuant to 
clause 24.2 of the Privacy (Credit Reporting) Code 2014”, 
dated 16 June 2017 

Transition Lab An offline testing environment operated by Experian as at 
the date of this report, in which data is de-identified and 
analysed to ensure that Data Supplier Bureau Members are 
supplying valid, accurate and reliable credit information to 
Experian, before they are allowed to load a particular data 
type into the live credit bureau environment. 
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Compliant with Part IIIA of the Privacy Act and the CR Code 

Executive Summary  
 

Overall report rating 

 

 

1. Introduction 

1.1. Experian Australia Credit Services Pty Ltd, (Experian) is part of a group of 
companies whose ultimate holding company is Experian Plc, a company 
incorporated in the United Kingdom and listed on the London Stock 
Exchange. Experian Plc is a global company providing data, analytics, 
marketing and credit services and related software to organisations and 
consumers to help them manage the risk and reward in making every day 
commercial and financial decisions.  
 

1.2. Experian is a credit reporting body under the Privacy Act and accordingly 
collects, uses and discloses personal information in the conduct of its credit 
reporting business. As a result, the information that Experian Credit Services 
collects, uses and discloses is regulated under Part IIIA of the Privacy Act 
and the CR Code. This report considers those obligations and not the 
Australian Privacy Principles.  
 
2. Background and report objectives  

2.1. This report contains the findings of our independent review of Experian’s 
operations and processes pursuant to clause 24.2 of the CR Code. 

2.2. The objective of this review is to express an opinion with regards to 
Experian’s compliance with the credit reporting obligations in Part IIIA of the 
Privacy Act, the Privacy Regulation and the CR Code. This review does not 
cover Experian’s compliance with the Australian Privacy Principles or any 
other obligations under the Privacy Act and we offer no opinion in respect of 
such matters. 

2.3. Our review involved performing procedures to obtain evidence about 
Experian’s compliance with its obligations under Part IIIA of the Privacy Act 
and the CR Code (collectively, Part IIIA obligations). Procedures performed 
include: 

• reviewing policy and process documents 
• interviews with key Experian personnel 
• reviewing samples of credit reporting information held by Experian, 

and 
• reviewing regulatory logs maintained by Experian. 

2.4. Where necessary or appropriate, our review involved reviewing samples of 
documents created by Experian on the applicable topic. We believe that the 
evidence we have obtained is sufficient and appropriate evidence to obtain 
reasonable assurance whether Experian complies with its Part IIIA 
obligations. 
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2.5. In particular, our review involved the following procedures to assess 
Experian’s compliance with the CR laws:  

(a) desk reviews of documents (policies and processes, standard forms 
and agreements)  

(b) interviews of selected Experian personnel (both targeted and 
randomly selected) 

(c) analysis of regulatory breach logs, as relevant, and  
(d) analysis of a sample of default listings provided. 

2.6. We examined Experian’s operations and processes (as disclosed in the 
documents we examined and interviews we conducted with key Experian 
personnel) and assessed them against checklists of obligations under Part 
IIIA of the Privacy Act and related obligations under the CR Code.  

2.7. All documents we examined were supplied to us by Experian for our review at 
Experian premises under supervision by Experian personnel. We have not 
retained copies of the documents we reviewed. 

3. Conclusion  

3.1. On the evidence that we reviewed and for the reasons that follow, and subject 
to our qualifications in this report, our audit confirms that Experian complies 
with its Part IIIA obligations.  

 

Keypoint Law 
16 June 2017 
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Detailed observations  
 

1. Policy about the management of credit reporting 

information 

1.1.1. Section 20B(3) of the Privacy Act requires Experian to have a clearly 
expressed and up-to-date policy about how it manages credit reporting 
information (credit reporting policy).  Experian has its own Credit Reporting 
Policy (CRP) addressing the following matters: 

• the kinds of credit information held by Experian and how it is collected 
• how Experian holds credit reporting information 
• the kinds of information that Experian derives from credit information 

that it holds 
• the purposes for which Experian collects, holds and uses credit 

reporting information 
• that individuals can request that Experian not use their credit reporting 

information for pre-screening direct marketing 
• how individuals who reasonably believe that they are (or are likely to 

be) a victim of fraud can request a ban period be applied to their credit 
reporting information 

• how individuals can access credit reporting information that Experian 
holds about them 

• the measures that Experian takes to ensure that credit reporting 
information held about individuals is accurate and up-to-date 

• how individuals may request correction of their credit reporting 
information 

• how individuals may make complaints to Experian, 
• contact details for the Privacy Commissioner and Credit and 

Investments Ombudsman if an individual is dissatisfied with 
Experian’s handling of a complaint and wishes to escalate the matter 
further, and 

• methods of contacting Experian. 

1.1.2. Experian’s CRP contains all information required by section 20B(4) of the 
Privacy Act. 

1.1.3. Section 20B(5) of the Privacy Act requires Experian to take such steps as are 
reasonable in the circumstances to make its CRP available free of charge and 
in such form as appropriate. Clause 3.1 of the CR Code requires Experian to 
publish its CRP on its website. Experian complies with this requirement, as its 
CRP is freely available to the general public as a PDF document on its 
website. 
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2. Collection of credit information 

2.1.1. In the course of our audit, we are instructed by Experian that Experian 
collects credit information from the following sources: 

• Data Supplier Bureau Members 
• State and Territory courts 
• Australian Financial Security Authority (AFSA) 
• Australian Securities and Investments Commission (ASIC), and 
• Australian Postal Corporation. 

2.1.2. Data Supplier Bureau Members are entities with whom Experian has a 
contractual arrangement to receive credit information. Experian carries out 
due diligence investigations in relation to any entity that wishes to become a 
Bureau Member, part of which involves verifying that: 

(a) the entity is in fact a credit provider as defined in sections 6G-6K of 
the Privacy Act 

(b) that it has an Australian link (verified by Australian Company Number 
and/or Australian Business Number searches), and 

(c) that it is a member of a recognised external dispute resolution scheme 
– either the Financial Ombudsman Service or the Credit and 
Investment Ombudsman. 

2.1.3. Experian’s due diligence procedures also require it to verify that a prospective 
Bureau Member is appropriately licensed or authorised to engage in credit 
activities, or is exempt from the requirement to hold an Australian credit 
licence (ACL). This requirement is applied indiscriminately to all prospective 
Bureau Members, regardless of the type of data they will be supplying to 
Experian. This exceeds what is required by section 21D of the Privacy Act. As 
an additional safeguard, Experian also refuse to accept as a Bureau Member 
any entity that operates out of a private residential address. 

2.1.4. Experian’s data validation rules are programmed to reject information for 
which the borrower’s date of birth is less than 18 years prior to the relevant 
date for the record (e.g. start date for consumer credit liability information, 
payment date for repayment history information). This ensures that credit 
reporting information Experian collects does not relate to acts, omissions, 
matters or things occurring or existing before the individual turned 18 years of 
age and achieving compliance with clause 5.4(a) of the CR Code. 

2.1.5. In its agreements with Bureau Members, Experian requires Bureau Members 
to comply with all applicable laws, including the Privacy Act and CR Code, 
meaning that Bureau Members may only supply credit information to Experian 
if they are themselves permitted to do so under s 21D of the Privacy Act. 

2.1.6. Experian further reviews the privacy policies of prospective Bureau Members 
to ensure that they provide the relevant information and contact details for 
internal and external dispute resolution and the Office of the Australian 
Information Commissioner. 
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2.1.7. Experian therefore complies with the obligation in section 20C(3) of the 
Privacy Act to collect credit information only from credit providers who are 
themselves authorised under section 21D to provide credit information to 
Experian. 

2.1.8. Our review did not yield any evidence of Experian receiving any unsolicited 
credit information. Credit information is supplied to Experian via a secure file 
transfer protocol in files created in accordance with the Australian Credit 
Reporting Data Standard published by the Australian Retail Credit 
Association. The ability to supply credit information to Experian therefore 
requires the active involvement of Experian in granting access to its credit 
reporting environment, creating no opportunity for unsolicited data supplies. 

2.1.9. Experian’s Data Management Policy correctly implements the section 20C 
prohibition on collecting identification information without also collecting or 
already holding credit information of another kind about the individual. We 
found no evidence of non-compliance with the Data Management Policy. 

3. Use and disclosure of credit reporting information 

3.1. Use of credit reporting information 

3.1.1. Experian uses credit reporting information for the purposes of: 

• compiling credit reports in respect of individuals 
• computing credit scores in respect of individuals, and 
• carrying out procedures to test system integrity. 

3.1.2. These activities are clearly within the scope of its credit reporting business 
and therefore permitted under section 20E(2)(a) of the Privacy Act. 

3.2. Disclosure of credit reporting information 

3.2.1. Experian discloses credit reporting information to Client Bureau Members 
(some of whom may also be ‘Data Supplier’ Bureau Members). Client Bureau 
Members are subject to the same onboarding process as Data Supplier 
Bureau Members, part of which involves verifying that they are a credit 
provider as defined in the Privacy Act and that they have an Australian link. 

3.2.2. When requesting credit reporting information from Experian, a Bureau 
Member must specify the reason for which they are requesting the 
information (by way of system codes that correspond to permitted CRB 
disclosures in s 20F of the Privacy Act) and other particulars such as the type 
of credit applied for, account type and amount. Experian’s Master Services 
Agreements with Bureau Members also oblige Bureau Members to use credit 
reporting information supplied by Experian only in ways permitted by law. 

3.2.3. All activities on Experian’s information systems, including requests for and 
disclosures of information, are electronically footprinted and those footprints 
are saved permanently for future reference. Since the footprint information is 
readily retrievable (by appropriately authorised Experian personnel) in future if 
the need arises, the Electronic Transactions Act 1999 (Cth) operates to 
qualify it as a written note of the disclosure for the purposes of section 20E(5) 
of the Privacy Act. 
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3.2.4. If requests for information are made by law enforcement bodies, Experian’s 
policies provide that the Head of Legal, Experian Australia Credit Services; 
Head of Compliance (Australia and New Zealand), who is legally qualified; 
and  the Head of Client Services and Consumer Operations must be 
consulted in deciding whether or not to agree to the information request. The 
involvement of senior managers allows for a more thorough assessment of 
the information request and increases the quality of the satisfaction that 
Experian will form before disclosing information to a law enforcement body. 

3.2.5. Both Experian’s policies and personnel interviewed do not address the 
disclosure of credit reporting information to other credit reporting bodies 
outside the facilitation of client credit provider-other CRB data corrections 
through the bureau’s Corrections Exchange product. 

3.2.6. Until 5 June 2017, Experian did not hold repayment history information (RHI) 
in its live credit bureau environment. It does hold masked RHI from credit 
providers that are ready for release into the live bureau when the relevant 
credit providers provide that instruction. Repayment history information is also 
loaded by selected Bureau Members into Experian’s Transition Lab testing 
environment. This is to allow for analysis in accordance with purposes 
permitted under the Privacy Act including for examining the integrity of the 
RHI data loaded (e.g. whether it is internally consistent) and to ascertain 
whether Bureau Members are correctly reporting RHI. Experian then 
undertakes follow-up of any issues with the applicable Bureau Member. 

3.2.7. On 5 June 2017, one Bureau Member loaded 680 repayment history 
information records into Experian’s live credit bureau environment and, under 
the reciprocity rules of Bureau Membership, those RHI records are only 
available to influence the CRB derived information provided to one other 
Bureau Member. That Bureau Member holds an ACL. As Experian’s due 
diligence process for new Bureau Members requires it to verify that the 
prospective Bureau Member holds an ACL or is otherwise relevantly 
authorised, there is no risk of disclosure of repayment history information in 
breach of section 20E(4) of the Privacy Act. 

3.2.8. Interviews with relevant Experian personnel indicated that Experian’s policies 
and procedures in relation to the use and disclosure of credit reporting 
information were being complied with, and our review of the procedures did 
not find any evidence to suggest otherwise. The policies and procedures we 
reviewed were compliant with the Privacy Act. We therefore consider that in 
using and disclosing credit reporting information, Experian complies with its 
obligations under section 20E of the Privacy Act. 

3.3. Direct marketing and pre-screening 

3.3.1. Experian’s credit reporting policy states that Experian may use credit 
reporting information that it holds to pre-screen individuals’ eligibility to 
receive direct marketing communications from credit providers unless the 
individual has requested that they not do so. 

3.3.2. However, Experian’s internal policy documents are silent on the issue of pre-
screening for direct marketing. Experian personnel indicated in interviews that 
Experian does not currently use credit reporting information for direct 
marketing or to pre-screen individuals’ eligibility for direct marketing purposes. 
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Therefore, no issues arise in relation to sections 20G or 20H of the Privacy 
Act or under clause 18 of the CR Code. 

3.4. Ban periods 

3.4.1. Experian enables consumers to request a ban period by ordering a copy of 
their credit report and including a ban period request with their order. 
Experian does, however, require ban period requests to be made in writing 
and to explicitly state that the individual is requesting a ban period. Experian’s 
intention with this requirement is to ensure that the consumer is aware that 
they are requesting a ban period. 

3.4.2. A ban period is noted on the individual’s credit report. Experian’s data 
validation rules automatically apply a default ban period of 21 days. The ban 
period is confirmed with the consumer by providing the consumer with a copy 
of their credit report, which now includes a notation reflecting the ban period. 
Experian facilitates the extension of ban periods in consultation with the 
relevant individual as the Privacy Act provides. 

3.4.3. Our review procedures found no evidence that Experian uses or discloses, 
whether deliberately or inadvertently, information that is the subject of a ban 
period request. Per clause 17.3 of the CR Code, Experian writes to an 
individual at least 5 days before the expiry of the ban period to remind them of 
their ability to extend the ban beyond its scheduled finish. Experian does not 
limit the number of times that an individual can have their ban period 
extended. 

3.4.4. Experian does not charge individuals for requesting a ban period or extending 
their ban period. 

3.5. Government related identifiers 

3.5.1. Experian does not use government issued identifiers as its own identifier of 
an individual. Experian generates its own unique identifier for each individual 
credit report. 

3.6. De-identified credit reporting information 

3.6.1. Experian holds de-identified credit reporting information in its Transition Lab 
testing environment. It does not hold any de-identified credit reporting 
information in its live credit bureau environment. The de-identified information 
is used by Experian for testing its credit reporting system and by those 
entities who supplied the particular data for analytical purposes to test 
comprehensive credit reporting procedures before they decide to embrace 
positive credit reporting. 

4. Quality of credit reporting information 

Data quality is essential to Experian’s value proposition and it therefore takes 
numerous measures to ensure that credit information it collects is accurate, 
up-to-date and complete and that credit reporting information it uses or 
discloses is accurate, up-to-date, complete and relevant. 
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4.1. Collection 

4.1.1. Experian relies on Data Supplier Bureau Members (and suppliers of public 
records such as AFSA and courts) to supply accurate, up-to-date data. 
Incoming data is assessed against Experian’s data validation rules. It is 
rejected if it is logically inconsistent or if Experian is prevented by the Privacy 
Act from collecting it (e.g. default information relating to defaults that occurred 
over five years ago). Experian’s file handling process also compares each 
data load against past data loads by the same Bureau Member, both in 
respect of the data itself and in respect of characteristics of the data (e.g. 
number of records submitted, frequency of file submission by a Bureau 
Member), and variances in excess of 5% are investigated. Rejection rates in 
excess of 5% of records in a particular data load are also investigated. 
Interviews with Experian personnel disclosed that usually occurs where a 
Bureau Member supplies data with an essential field missing (e.g. account 
type not specified) or incorrectly completed (e.g. driver’s licence field is 
populated as “valid” rather than with each individual’s driver’s licence 
number). 

4.1.2. Experian personnel indicated that despite Experian’s policy being a 5% 
threshold for investigating rejections and variances, lesser variances or 
rejection rates are investigated by Experian if, based on the understanding of 
the Bureau Member obtained from dealings with the Bureau Member, those 
lesser variances are considered to be matters of concern. 

4.1.3. Whilst an issue with a data load is being investigated, the entire data load is 
not loaded onto Experian’s live credit bureau environment until the issue is 
resolved. 

4.1.4. If investigations uncover a systemic issue with a Bureau Member’s reporting 
process, Experian works with the Bureau Member to address the issue. 
Absolute zero variances are also investigated to ensure that they are not the 
result of the Bureau Member mistakenly submitting a past file instead of a 
new, current file. 

4.2. Audits of Bureau Members  

4.2.1. Data sharing agreements that we reviewed all contained terms requiring the 
credit provider to supply accurate data and to promptly update, correct and/or 
supplement all information provided to Experian. Data sharing agreements 
with credit providers also oblige credit providers to promptly verify the 
accuracy of data provided to Experian where its accuracy is questioned by 
the consumer. Data suppliers are audited on a 3 to 5 year timeline and on an 
ad-hoc basis if issues are identified (e.g. unusually high volume of correction 
requests in relation to data that they supplied). The audit process and 
questionnaire were developed by the Head of Legal and the General 
Manager, Credit Services, and Experian personnel inform us that the audit 
questionnaire has been reviewed by the Office of the Australian Information 
Commissioner. 
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4.2.2. In the three years to the date of this report, Experian completed audits of 
three credit providers. Audits of two of the credit providers resulted in no 
adverse findings. For the third credit provider, the only issue identified was 
that some areas within the credit provider did not have visibility of the data 
which was being contributed to Experian, and this issue was remediated as 
part of the audit process. 

4.2.3. As at the date of the review, Experian is in the process of auditing three 
additional credit providers and has an audit of one other credit provider 
scheduled to commence within the next 12 months. 

4.2.4. Experian’s data supply agreements with Data Supplier Bureau Members 
impose an obligation on the Bureau Member to ensure that the data it 
supplies to Experian is accurate and complete, meaning that Experian also 
has contractual remedies available to it in circumstances where Bureau 
Members supply it with inaccurate data. Experian advises that no such 
breaches of data supply agreements have occurred to date. Rather, only 
minor issues have been discovered and all have been appropriately and 
promptly resolved after consultation with Experian to address the causes of 
the issues. 

4.3. Use or disclosure 

4.3.1. Experian has processes for rectifying data that is not accurate, up-to-date, 
complete and relevant. If either Experian or a data supplier becomes aware 
that information in Experian’s credit bureau environment is defective in some 
way, the ‘back out’ process is initiated. This involves, first, suppressing the 
information from all bureau channels, thereby preventing access to it, and 
then physically removing the data from the bureau environment. Together 
with the obligations for data suppliers to promptly update or correct 
information, this ensures that Experian does not inadvertently use or disclose 
credit reporting information that it knows is not accurate, up-to-date, complete 
or relevant. 

5. Access to credit reporting information 

5.1.1. Section 20R(1) of the Privacy Act requires Experian to, on request by an 
individual, provide the individual with access to credit reporting information 
that it holds about them. Experian has a process by which individuals can 
order a copy of their ‘credit report’ – a record of all credit reporting information 
that Experian holds about them. As with all consumer facing aspects of 
Experian, a consumer can obtain a copy of their credit report free of charge. 

5.1.2. A request by the individual for access to their credit report can be made to 
Experian by email or post. Consistently with the obligation in clause 19.1 of 
the CR Code to satisfy itself as to the identity of the person requesting access 
to credit reporting information, Experian requires individuals to include the 
following identification information in any request for a credit report: 
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(a) 1 government-issued photo identification document (e.g. driver 
licence, passport), 1 government service card (e.g. Medicare or 
Centrelink card), student ID card or credit card and 1 bank, insurance, 
utility or council rates notice showing the individual’s current 
residential address, or 

(b) 1 government-issued photo identification document and 3 bank, 
insurance, utility or council rates notices showing current residential 
address. 

5.1.3. From these identification documents, Experian verifies the full name, date of 
birth, current address and, if available, driver licence number of the individual 
requesting access. If an individual fails this identification process, the 
Experian employee handling the access request must request further 
information from the consumer. Experian’s “Consumer Operations – 
Operations Manual” requires the customer identification procedure to be 
applied without exception to credit report orders. 

5.1.4. The “KYC Process” appendix to Experian’s Consumer Operations – 
Operations Manual provides that access requests are not to be granted over 
the phone. Instead, Experian personnel are to direct the individual to make a 
request by email or post. In our opinion, this procedure enables Experian to 
be reasonably satisfied that the person requesting the credit report is the 
individual who is the subject of that credit report. The documents requested 
by Experian are readily available to individuals and the information 
requirement therefore should not deter or prevent anyone from obtaining their 
credit report from Experian. 

5.1.5. Once a credit report order is approved, the report is provided to the individual 
in the same manner as they made the request – post for postal requests and 
email (secured PDF file) for email requests. We found no evidence indicating 
that access requests have not been responded to within the 10 day timeframe 
required by section 20R(3) of the Privacy Act. 

6. Corrections 

6.1. Corrections when Experian is made aware of the inaccuracy 

6.1.1. Section 20S(1) of the Privacy Act provides that if a credit reporting body holds 
credit reporting information about an individual and is satisfied that, having 
regard to the purpose for which the information is held, the information is 
inaccurate, out-of-date, irrelevant or misleading, it must take such steps as 
are reasonable in the circumstances to correct the information to ensure that 
it is accurate, up-to-date, complete, relevant and not misleading. 

6.1.2. As the success of Experian’s credit reporting business depends on the 
accuracy of the data that it holds, uses and discloses, Experian investigates 
and acts on any suggestion that data which it holds may be incorrect, 
correcting data or facilitating the correction of data as soon as possible. 

6.1.3. Experian’s Consumer Operations – Operations Manual includes a procedure 
for Bureau Members to request correction of information that they previously 
supplied to Experian. It provides that if a Bureau Member requests correction 
of information that they previously supplied to Experian, the Client Services 
Agent (i.e. Experian employee) who is handling the request must first identify 
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the customer using the know-your-customer procedures stipulated in the 
“Appendix 4 ACB KYC Process” document. Once the person purporting to act 
for the Bureau Member is identified and verified, the Client Services Agent 
accesses the credit report of the individual to which the correction request 
relates, makes the correction and makes a note of the correction on the 
individual’s credit report. This process results in information being corrected 
as soon as Experian becomes aware of its incorrectness and so is 
reasonable and compliant with section 20S(1) of the Privacy Act. 

6.1.4. After a correction requested by a Bureau Member has been made, the 
Consumer Operations – Operations Manual provides for any credit provider to 
whom the information has been provided in the last three months to be 
notified of the correction within 7 days of the correction occurring. This is 
consistent with Experian’s obligations under section 20S(2) of the Privacy Act 
and clause 20.9 of the CR Code. 

6.2. Corrections requested by individuals 

6.2.1. Section 20T of the Privacy Act provides individuals with a right to request that 
a credit reporting body correct credit information, CRB-derived information or 
CP derived information. Experian does not collect CP derived information 
from Bureau Members. 

6.2.2. Experian’s Consumer Operations – Operations Manual includes a procedure 
for individuals to request a correction to their credit report. Having a copy of 
their credit report is a prerequisite for an individual to request a correction to 
information on their credit report. If an individual does not have a copy of their 
credit report, they are directed to obtain a copy of it (free of charge) via the 
procedure outlined in 5 above and to then request a correction to it. 

6.2.3. Individuals can submit correction requests by email, post or fax. In each case, 
the individual is required to include in the communication their credit report 
number, a full description of the requested change, copies of identity 
documents to verify the individual’s identity in accordance with the procedure 
described in 5.1.2 above and, if available, proof of the correctness of the 
requested change. 

6.2.4. Once Experian receives all information from the individual, a Client Services 
Agent inputs the details of the correction request into Corrections Exchange, 
Experian’s platform for managing correction requests. Experian advises the 
individual of their Corrections Exchange case number and that they will 
provide an update on the status of the request within 30 days. 

6.2.5. Experian then investigates the request and, in doing so, consults with the 
Bureau Member who supplied the information that is the subject of the 
corrections request. Experian also suggests to the individual that they 
separately raise the issue with the Bureau Member in order to prompt a faster 
response from the Bureau Member. 

6.2.6. In accordance with section 20T(2)(a) of the Privacy Act, Experian’s policy 
provides for correction requests to be resolved within 30 days after they are 
made. If a request reaches 20 days after it is made without any response 
from the Bureau Member who supplied the information and it appears that it 
will not be resolved within 30 days, Experian requests from the individual, in 
writing, an extension of the time period for dealing with the correction request. 
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For the year ended 30 June 2016, the average time taken to finalise a 
correction request was 6.4 calendar days, well within the 30 day limit set by 
the Privacy Act. 

6.2.7. Once Experian determines whether or not to make the requested correction, 
its policy is to notify the individual within 5 days of making the decision and to 
notify Bureau Members to whom it has disclosed the information which is the 
subject of the correction request (including CRB derived information 
generated from that information) in the previous 3 months within 7 days of 
making the decision. This practice complies with clauses 20.7 and 20.9 of the 
CR Code respectively. 

6.2.8. If the information is corrected, Experian notifies the individual of the correction 
by sending them a copy of their credit report, updated to reflect the correction. 
If Experian decides not to correct the information because it is not satisfied 
that it is inaccurate, misleading, out-of-date or irrelevant, the investigating 
officer writes to the individual advising them of this fact and providing 
evidence as to why it believes that the information it holds is correct. This 
communication from Experian to the individual also informs the individual that 
they may complain about the outcome to the Credit and Investments 
Ombudsman or to the Privacy Commissioner. This is compliant with section 
20U of the Privacy Act. 

6.2.9. In its “Credit Reporting Privacy Code Annual Report” for the year ended 30 
June 2016, prepared pursuant to clause 23.11 of the CR Code, Experian 
states that 52% of correction requests during the year resulted in a successful 
correction. Whilst this is more than half of all correction requests, it means 
that a substantial proportion of requests are being denied. Experian personnel 
advised in interviews that the reason for this is that many correction requests 
evidence a misunderstanding of the credit reporting process and the different 
types of default information in the Privacy Act – many are requests to remove 
default information from the individual’s credit report after the amount in 
default has subsequently been paid, with the individual not knowing that 
subsequent payment does not entitle them to immediate removal of the 
default listing but rather to have payment information in respect of that 
amount recorded on their credit file (see section 21E of the Privacy Act). 

6.2.10. As for all of its consumer facing activities, Experian does not charge 
individuals to request a correction to their credit report. This complies with 
section 20T(5) of the Privacy Act. 

6.2.11. Interviews with Experian personnel yielded answers consistent with the policy 
set out in the Consumer Operations – Operations Manual, indicating that 
Experian effectively trains its staff in its procedures to comply with the 
applicable Part IIIA obligations expressed in that manual and that the 
personnel we interviewed are following those policies. 

7. Security 

7.1. Security of credit reporting information held by Experian 

7.1.1. Section 20Q(1) of the Privacy Act requires a credit reporting body to take 
reasonable steps to protect credit eligibility information from: 

(a) misuse, interference and loss, and 
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(b) unauthorised access, modification and disclosure. 

7.1.2. Experian takes a number of measures to prevent such things from happening 
to credit reporting information that it holds, which we consider in totality to be 
more than reasonable. 

7.1.3. Experian’s live credit bureau environment is quarantined from Experian’s 
other information systems and protected by firewalls and other hardware and 
software measures from unauthorised access. The technical measures are to 
the industry best practice standard and attempted intrusions into the system 
are continually monitored. This protects the credit reporting information held 
electronically by Experian from external threats. 

7.1.4. Credit reporting information received or held in hard-copy form does not leave 
a secure mail and printing room. The only exception is when credit reports are 
posted to the individuals whom they are about in response to an access or 
correction request by that applicable individual. Incoming mail does not leave 
the secure mail room; rather, it is scanned to the dedicated file server and 
sent to the relevant person by secure internal email, and then destroyed be 
being securely shredded. 

7.1.5. Within the organisation, the Experian credit bureau is physically separated 
from other Experian group activities by being located in the Heightened 
Security Area – a physical room to which access is highly restricted. Access 
to the Heightened Security Area is limited to those staff with a direct need to 
enter it to perform their role, and to supervisory staff. Visitor access can only 
be approved by the appointed High Security Area Manager, and all visitors 
must be accompanied by an Experian employee in the Heightened Security 
Area at all times. 

7.1.6. Within the Heightened Security Area, there is a Client and Consumer 
Services area to which access is further restricted. It is in this Client and 
Consumer Services area that Experian personnel can access individuals’ 
credit reports. In this area, computers are modified to disable ports for 
external storage media (e.g. USB ports and disk drives), printing must be sent 
only to a secure printer located within the Client and Consumer Services 
area, and internet and email access is limited to the minimum necessary to 
enable personnel to perform their roles. 

7.1.7. These measures ensure that the possibility of unauthorised access, 
modification or disclosure by persons within the Experian organisation is 
minimised. 

7.2. Security of credit reporting information disclosed to Bureau 

Members 

7.2.1. Section 20Q(2) of the Privacy Act requires a credit reporting body to enter into 
agreements with credit providers, requiring them to protect credit reporting 
information disclosed to them from misuse, interference and loss, and 
unauthorised access, modification or disclosure. 

7.2.2. Experian’s Master Services Agreement with each Client Bureau Member 
imposes an obligation on the Client Bureau Member to keep information, 
including credit reporting information, disclosed by Experian to the Client 
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Bureau Member strictly confidential. The Master Services Agreement also 
forbids the disclosure of such by the Client Bureau Member to any person 
except to the extent necessary for the performance of obligations under the 
agreement. It also requires the Client Bureau Member to take all reasonable 
steps to prevent unauthorised access to information supplied by Experian, 
including to, at a minimum, comply with any information security requirements 
advised or directed by Experian from time to time. 

7.2.3. Experian’s Master Services Agreement with each Client Bureau Member 
provides each party with a right to, on reasonable notice, audit the other 
party’s compliance with the agreement. Whilst it is set out as a two-way right, 
it is relied on by Experian to conduct the audits described in 4.2 above. Audits 
are conducted by senior Experian personnel who have the functional 
independence required by clause 23.3(b) of the CR Code. 

8. Complaints 

8.1.1. Section 23A(1) of the Privacy Act provides individuals with a right to complain 
to a credit reporting body about an act or practice that may be a breach of a 
provision of Part IIIA of the Privacy Act or the CR Code. Experian enables 
individuals to make complaints, but defines complaints much more broadly to 
include any expression of dissatisfaction with Experian’s handling of an issue 
(excluding commercial negotiation conflicts), whether or not it relates to an 
alleged breach of Part IIIA of the Privacy Act or the CR Code. 

8.1.2. Experian’s policy provides for written notice to be provided to the complainant 
within 7 days of receipt of the complaint: 

(a) acknowledging receipt of the complaint, and 

(b) setting out how the complaint will be dealt with and advising that it is in 
the process of being resolved. 

8.1.3. All communications to the complainant refer to the ability to complain to the 
Credit and Investments Ombudsman, of which Experian is a member or the 
Privacy Commissioner. 

8.1.4. Experian investigates complaints in a timely manner, aiming to resolve 
complaints within 21 days after they are made. In the year ending 30 June 
2016, the average time taken to resolve complaints was 18.75 days. This is 
within the 30 day time limit set out in section 23C(5) of the Privacy Act, 
although the Privacy Act provides for extension of the period with the written 
agreement of the complainant if a complaint cannot be resolved within 30 
days. 

8.1.5. Once a complaint is investigated, Experian notifies the complainant of its 
decision in writing, and of the fact that if the complainant is dissatisfied with 
Experian’s decision then they can complain to the Credit and Investments 
Ombudsman or to the Privacy Commissioner. 

8.1.6. Experian’s policies regarding complaints provide for consultation of credit 
providers and other credit reporting bodies when investigating a complaint. 
However, as complaints relate to Experian’s conduct rather than the quality of 
the information held by Experian, there would very rarely be a need to consult 
with a credit provider or credit reporting body when investigating a complaint. 
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8.1.7. In the past 12 months, Experian has received only two complaints (according 
to its broad definition of ‘complaint’), both of which involved individuals who 
were aggrieved with the need to send copies of identification documents to 
Experian in order to be able to obtain a copy of their credit report. Neither 
complaint alleged a breach of Experian’s Part IIIA obligations  and so are 
outside the scope of sections 23A and 23B of the Privacy Act. Note that the 
CR Code requires Experian to obtain such evidence as is reasonable in the 
circumstances to satisfy itself as to the identity of the person requesting 
access to credit reporting information. 

8.1.8. Experian does not charge individuals any fee to make a complaint. 

9. Information retention and destruction 

9.1.1. Sections 20W and 20X of the Privacy Act set out the retention periods for 
different kinds of credit information. Section 20V of the Privacy Act requires a 
credit reporting body to destroy or de-identify credit information (and any CRB 
derived information derived from that credit information) within one month 
after its retention period ends. 

9.1.2. Experian’s credit reporting system purges data on a fortnightly basis. It is 
programmed to automatically destroy credit information during the next purge 
after the end of the retention period for that item of credit information. We 
have examined Experian’s data validation rules and can confirm that the rules 
for automatic deletion of data correspond to the retention periods stipulated in 
sections 20W and 20X of the Privacy Act. However, they contain exceptions 
for circumstances where Experian is required by law to retain credit 
information beyond its retention period. This is: 

(a) where it is subject to a pending correction request 

(b) where it is the subject of a dispute, and 

(c) where it is otherwise required to be retained by an Australian law or an 
order of a court or tribunal. 

9.1.3. As data purges are conducted on a fortnightly basis, there is no prospect of 
data being retained beyond one month after the end of the retention period 
unless section 20V(3), (4), (6) or (7) of the Privacy Act applies. 

9.1.4. When credit information or CRB derived information is retained beyond one 
month after the expiry of its retention period, it is Experian’s policy to notify 
the Privacy Commissioner in accordance with section 20Z(2) of the Privacy 
Act, and to not use or disclose the information except for limited purposes 
under section 20Z(4). To date, no incident has occurred where Experian has 
been required to retain information beyond its stipulated retention period. 

9.1.5. Experian’s policy and processes in respect of the response to and treatment 
of credit reporting information reported to it which relates to credit provided as 
a result of a fraud committed against an individual are fully consistent with the 
provisions of section 20Y of the Privacy Act. 
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10. Qualifications and assumptions 

10.1.1. The facts asserted in this report and on which we base our findings are 
derived wholly from the documents identified in Attachment 1 and the 
responses provided in interviews and meetings with the persons identified in 
Attachment 2. 

10.1.2. This report concerns compliance only with Experian’s Part IIIA obligations. 
We have not examined and offer no opinion about any other obligations under 
the Privacy Act or other laws that may or may not be applicable to Experian. 
In particular, we did not consider compliance with the Australian Privacy 
Principles to the extent that they overlap with Part IIIA obligations. 

10.1.3. Our report is designed to provide reasonable assurance that Experian 
complies with its Part IIIA obligations. In carrying out our review, we observed 
samples of documents and processes, rather than the entire population, 
where we considered it more appropriate and practical to do so. 

10.1.4. All facts asserted in this report are based on instructions supplied by 
Experian. 

10.1.5. The review procedures identified this report were carried out between 8 May 
2017 and 16 June 2017. 

10.1.6. To the extent that there was an overlap between the Australian Privacy 
Principles and Part IIIA obligations, the application of the Australian Privacy 
Principles was outside the scope of this report and therefore not considered 
(for example, the incidental collection of personal information that is not credit 
information from individuals requesting access to their credit report). 
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Attachment 1 
Documents examined by Keypoint Law in compiling this report 

No. Title Description 
1 CCP Monthly processing Process diagram – how credit providers update 

information they have provided to Experian on a 
monthly basis. 

2 Current DM network data 
flow 

Process diagram – data flow process within 
information system. 

3 Custom data trials process Process diagram – where customers request Experian 
to perform unique data trials for them. 

4 Customer onboarding data 
management 

Table/matrix – taking on a new customer (data 
supplier or CR information user). 

5 Data team process 
overview v1 

Process diagram – file handling process (general). 

6 Data variance process Process diagram – dealing with variances in data 
(both individual credit files and data about credit files). 

7 Data load process Process diagram – how data enters Experian’s 
information system. 

8 Data quality issues Process diagram – resolving data quality issues. 
9 Default load process Process diagram – inputting default information into 

system. 
10 Default update process Process diagram – updating default information on 

individual credit files. 
11 Data quality fix flowchart Process diagram – resolving data quality issues. 
12 HSA access Process diagram – internal access to data/systems. 
13 Identity handling Process diagram – updating individual aliases on 

individual credit files. 
14 Onboarding process Process diagram – for setting up a new Bureau 

Member on Experian’s systems. 
15 Client services operations 

manual v 0.6 
Policy – overarching policy document for Client 
Services division (i.e. division that deals with data 
suppliers and information customers). 

16 Appendix 2 ACB Due 
Diligence screening 

Policy – procedures that must be followed when taking 
on a new data supplier or client. 

17 Appendix 3 ACB Member 
Account management 

Policy – dealing with Bureau Members. 

18 Appendix 4 ACB KYC 
Process 

Policy – identification procedure to be undertaken 
before granting an access request. 

19 Online credit reporting 
process 

Procedure – instructions how to process an access 
request received by email. 

20 Correction policy Policy – data correction policy. 
21 ARCA Credit Data 

Reporting requirements 
ARCA standard for reporting by credit providers to 
CRBs. Not Experian document. 

22 CCR default information 
factsheet 

Factsheet – about various obligations and definitions 
under Pt IIIA 

23 Business back out Process – for removing data from Experian’s credit 
reporting environment. 

24 Customer response files 
procedure 

Process diagram – for dealing with data issues raised 
by customers. 

25 Data sharing agreements 10 data sharing agreements between Experian and 
data suppliers. 



 

21 

No. Title Description 
26 Complaints handling 

policy 
Policy – for handling complaints from consumers and 
bureau members. 

27 Data management policy Policy – concerning data handling and access to 
systems. 

28 Consumer operations – 
operations manual 

Policy – covering all aspects of dealing with 
consumers. 

29 Regulatory breach log Log – of regulatory breaches (zero entries). 
30 Complaints register Log – complaints received by Experian. 
31 Default listings log – 

sample 
Log – sample of 100 default listings. 

32 CR Code annual report 
2015-16 

Report – as required under the CR Code. 

33 Credit reporting privacy 
policy 

Policy – credit reporting policy pursuant to Privacy Act 
s 20B 

34 Data validation rules Policy – data validation rules for credit information 
received by Experian. 

35 Master Services 
Agreement for Credit 
Services 

Agreement by which Client Bureau Members obtain 
credit reporting information from Experian. 

36 Agreement for the trial 
provision of Experian 
Credit Services and 
Experian Corrections 
Exchange Services 

Agreement for Data Supplier Bureau Members to 
undertake a three-month trial of receiving credit 
reporting information from Experian and to make and 
receive corrections via the Corrections Exchange 
platform. 

37 Audit questionnaire Questions asked by Experian of credit providers when 
auditing Bureau Members’ compliance with the 
Privacy Act, CR Code and data sharing agreements 
with Experian. 

 

Keypoint Law 
16 June 2017 
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Attachment 2 
Interviews conducted by Keypoint Law in compiling this report 

Date of interview Name Position 
 

16 May 2017 Sefike Kirikkaya Head of Compliance, Australia and New 
Zealand, Experian Australia Pty Ltd 
 

16 May 2017 Rebecca Barbour Manager, Bureau Client Relations, 
Experian Australia Credit Services Pty 
Ltd 
 

16 May 2017 Frances Russell-Matthews Head of Legal and Company Secretary, 
Experian Australia Credit Services Pty 
Ltd 
 

17 May 2017 Christopher Cooper Client Services Manager, Experian 
Australia Credit Services Pty Ltd 
 

17 May 2017 Matthew Allison General Manager, Credit Services, 
Experian Australia Credit Services Pty 
Ltd 
 

 

Meetings between Keypoint Law and some or all of the abovementioned persons in 
compiling this report 

Date Person(s) 
8 May 2017 Sefike Kirikkaya, Frances Russell-Matthews, Rebecca Barbour, 

Matthew Allison 
 

9 May 2017 Sefike Kirikkaya 
 

11 May 2017 Sefike Kirikkaya 
 

19 May 2017 Sefike Kirikkaya 
 

13 June 2017 Sefike Kirikkaya, Frances Russell-Matthews, Rebecca Barbour, 
Matthew Allison, Christopher Cooper 
 

16 June 2017 Sefike Kirikkaya, Frances Russell-Matthews, Rebecca Barbour 
 

 

Keypoint Law 
16 June 2017 
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Attachment 3 
Experian Credit Reporting Policy 
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